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1 BSA Enhancement: 
Joint Owner Activity

Activity – Member avoids currency transaction 
monitoring by depositing cash into multiple 
accounts, some on which the member is the primary 
account holder and others as only a joint owner.

Solution – Enhance the BSA monitoring feature to 
enable account tracking on every account connected 
to the Social Security number of every member, 
regardless of classification: Primary Owner or Joint 
Owner.

Status – In process: project sheet #36568 is currently 
being worked on by a programmer.
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Following is the list of suggested projects 
—affectionately referred to as AuditLink’s Top Ten - 
which have made it to our radar and are currently being 
discussed here at CU*Answers.  You’ll notice a few that 
are well along in development and nearing 
implementation, while others are still in the early stages 
of design.  And some of these suggestions could remain 
on the drawing board indefinitely until they are 
championed by a client.

Our continuing mantra is to design system features that 
create a least-cost process in the credit union and meet 
the minimum requirements imposed by regulators and 
third party auditors.  Some of the best ideas just need 
credit unions to share best practices and existing 
methodologies to accomplish the task and do not even 
require software enhancements.

This list is posted on our website so you can comment 
on the suggestion, make recommendations, and 
participate in an online dialogue.  This method is a 
valuable tool for gathering opinion, both pro and con, 
and this forum has been effective at helping us collect 
commentary that can be used not only to communicate 
CU*Answers’ stance but also to share best practices 
throughout the entire community.

It will take the persistence of clients who have reviewed 
this list, commented on the items, and participated in 
communications through focus groups or online 
dialogue to cause these projects to either morph into 
something real…or die for lack of a champion.

visit auditlink.cuanswers.com to comment.



 visit auditlink.cuanswers.com for details

Cashed Check Tracking     

Activity – Member comes in to cash a check and the 
teller uses the check cashing function which does not 
write out a transaction on the member’s account.   
The teller has no idea that the member has been 
cashing fraudulent checks at multiple locations on 
that same day as nothing warns them that other 
activity has been occurring.  

Solution – Expand the teller audit log view and 
warning message to include transactions that do not 
hit the member’s transaction history.  

Status – In process: project sheet #32512 Tools for 
Tracking Cashed-Check Activity. This project adds a new 
teller audit inquiry by member, and also enhances the 
SARs warning so you can jump over to this new inquiry 
and see teller-line activity this member did recently. 
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Include ATM Transactions in 
BSA Monitoring 

Activity – When monitoring the BSA activity log, the 
credit union employee will review the member account 
history to make sure that there were not any ATM 
withdrawals that could warrant the filing of a CTR. 

Solution – Include ATM withdrawal activity in the 
BSA monitoring tools.  This will be included in the 
aggregate cash out totals in the BSA log. 

Status – In process:  project sheet #38508 is currently 
being worked on by a programmer.

3 Critical Field Monitoring  

Activity – Currently credit unions must review the file 
maintenance logs to determine if the changes made 
to member accounts were completed correctly and 
with the proper authority.

Solution – Develop a process where the credit union 
can choose critical system fields to be displayed 
separately on the file maintenance log. At the end of 
the day, populate a screen similar to the one used for 
BSA daily monitoring where the credit union would 
work these changes in real time.

Status – In process: Project sheet #33097 is assigned to a 
programmer and is currently being worked on.

Identity Theft  

Activity – Member has not had any debit card or 
credit card activity (primarily Visa) for an extended 
period of time.  A sudden onslaught of transactions in 
extraordinarily large amounts are one clue that this is 
identity theft.  This activity has the potential for both 
loss of the card and card information.  With the stolen 
identity, the perpetrators often purchase gift cards 
from retailers which they re-sell at a discount; or they 
take copious cash advances which are then used to 
purchase high-demand, easily liquidated goods such 
as electronics and jewelry.   

Solution – Track the transaction history on debit and 
credit card accessible accounts and create a system 
configuration that allows tracking of a specified 
number of months since the last transaction. If 
transactions process after that time period, report 
any accounts having in excess of X number of 
transactions per day, which total at least X percentage 
of the specified limit or dollar amount.

Status – In discussions internally with the product team.  
Currently in the envisioning stage.
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Wire Transfer Enhancements 
for Fraud Prevention 

Activity – The member requests an outgoing wire 
but the account has been taken over by a criminal.  
The address and phone number was changed by the 
perpetrator prior to the member calling for the wire.  
Therefore, any call back routines would be thwarted.
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7 Reg D Monitoring  

Activity – Member performs more than six electronic 
transactions on a non-transactional account which in 
turn is a violation of Regulation D.  

Solution – Enhance the system in three ways including: 
Give the member a soft warning in online banking 
that they will violate Regulation D if the transaction 
is performed
Create a notice event and subsequent audit tracker 
to alleviate the credit union from having to call the 
member and also track the number of times the 
member went into violation
Develop an on demand report that counts the 
number of Reg D transactions to date for the 
month

Status –   Item #1 is in process with project sheet #36555 
and is waiting to be assigned to a programmer. Items #2 
and #3 are were discussed extensively at a focus group 
held in 2015 and the outcome was these two additions 
were not supported for future investment. 

Solution - We are considering the following potential 
additions to stave off future losses:

1.  Add the red flag warnings to the outgoing wire 
     transfer screen indicating that there has been an 
     address change in the last 30 days.
2.   Add an origin code just for wire transfers. 
      Currently they come through as origin 8 which is 
      also used for error correction  

Status – Item #1 is in process with project sheet #37643.  
It will be in the 15.1 release. Item #2 is in QC. 

Expanding Enterprise Risk 
Management with Additional 
5300 Call Report Ratios 

We are continuing to add ratios to the 5300 Call 
Report Ratios dashboard in order to build a complete 
set of tools for your evolving risk management 
strategies.  This include Canary ratios which are 
benchmark ratios that can provide early warnings 
about the financial performance of the credit union.

With the 14.1 release (July 2014), we added the ability 
to assign a “category” to each ratio to help define the 
level of risk.  This project also included the following 
new ratios: 

•  Loan Growth
•  Loans to Equity 
•  Non-Maturity Deposits to Long Term Assets
•  Net Noncore Funding Dependence
•  Net Short Term Liabilities to Total Assets
•  Total Loans/Total Shares
•  Residential Real Estate/Total Assets
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The next phase of the project will include even more 
ratios and the ability to define policy limits (regulatory 
preference levels) for each ratio.  That way the credit 
union can define percentage goals for the ratios 
along with green, red and yellow ranges.
The next group of ratios to be added:

•  Construction & Development Loans/Risk Based  
    Capital
•  Commercial & Real Estate Loans/Risk Based 
    Capital
•  Change in Portfolio Mix
•  Shares & Borrowings/Earnings Assets
•  Fair Market Value Investments/Book Value  
    Investments
•  Market (Share) Growth
•  Net Margin/Average Assets
•  Yield on Average Loans
•  Provision for Loan Loss/Average Assets

Status – Was implemented in the 15.0 release.  
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2.

3.
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Improving Abnormal Activity 
Monitoring    

Activity – Currently the Abnormal Activity 
Monitoring tool is configured by selecting a specific 
member group and setting the risk level based on the 
transaction count and amount of each origin group 
over that entire field of membership.  This can make 
it difficult to single out a specific high-risk member. 

Solution – Instead of configuring transaction count 
and transaction amount on the membership level, 
create a sort criteria based on a percentage range for 
each origin group on an individual level.    

Status –  in discussions internally with the product team.  
Currently in the envisioning stage.

10Reg CC Holds on 
Non-Transaction Accounts  

Activity – Currently, when a deposit is made into an 
account and a Reg CC hold is placed, the mandatory 
release of $200.00 is released to the member 
regardless if the account is transactional or not.  The 
regulation states that the $200.00 does not have to 
be released if the account is non-transactional. 

Solution – Enhance the system to recognize the 
difference between a transactional and a 
non-transactional account. 

Status – In process: project sheet #38381 is currently 
awaiting approval from the CEO
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Include ATM Transactions in 
BSA Monitoring 

Activity – When monitoring the BSA activity log, the 
credit union employee will review the member account 
history to make sure that there were not any ATM 
withdrawals that could warrant the filing of a CTR. 

Solution – Include ATM withdrawal activity in the 
BSA monitoring tools.  This will be included in the 
aggregate cash out totals in the BSA log. 

Status – In process:  project sheet #38508 is currently 
being worked on by a programmer.
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